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I. BsepeHue

v' [JOKyMeHT npeaHasHayeH A/ NO/b30BaTe/Iei, OCYLECTBAAIOWMX CaMOCTOATE/IbHYIO YCTAHOBKY CpeacTBa
Kpuntorpaduyeckor 3awmtbl uHpopmaumm (CK3U) ViPNet CSP nnbo Kpuntolpo CSP, nporpammHoro obecneyeHus
LN 9NEeKTPOHHOM MOAMNUCU U HACTPOMKY aBTOMATM3MPOBAHHOTO pabouvero mecta aas paboTbl ¢ 3NEKTPOHHOM
noANUCLIO C UCNOJIb30BAaHNEM NHTEPHET-00603peBaTeN .

v B yaocToBepstowem ueHTpe rpynnbl AO «MHpoTeKC UHTepHeT TpacT» (aanee - YU UNT) cpok gencteums
Kntoyen u ceptudmkata M ycTaHoBAEH paBHbIM 1 roay.

4 C 1 anBapsa 2022 roga NoAy4YnTb KBaMPULMUPOBAHHDIM CepTUPUKAT INEKTPOHHOU NOANUCU PYKOBOAUTENSA
IOPUANYECKOTO ULA WAW  UHAUBUAYAZIbHOTO MNPeAnpPUHUMATENA MOXKHO TOJIbKO B FOCYAapCTBEHHbIX
yaocrosepaowmx ueHtpax (PHC, depepanbHoe KasHauelictso, LleHTpanbHbiit 6aHk P®)l. B YU, UUT moxHO
NoNy4YuTb cepTUPUKAT Ha pU3nMyecKoe Nnuo, coTpyaHuka K01 unu gosepeHHoe auuo UM.

V' Tlp1 HeobxoAMMOCTM MPOM3BECTU NIAHOBYIO (CKOPOE MCTeuyeHue cpoka aeicteusa M) uan BHeNNaHOBYIO
(M3meHeHWe y4yeTHbIX AaHHbIX BAagenbua 3l, noTepAa AOCTyNa K KAKOYEBOMY HOCUTENIO, MOTEPA KAKYEBOrO
HocuTens u T.4.) cmeHy I Heobxoammo NoBTOpHO NpubbLITL B YU, MUT no cornacosaHuio ¢ meHegxkepom AO
«NHPoTeKC UHTepHeT TpacTy.

v' [Ona npasunbHoli pabotbl TOCT CK3U u cpeacTtsa 3N1eKTPOHHOM noanucKM Heob6XO4MMO BbINONHUTL BCe
NYHKTbl 4aHHOrO PYKOBOACTBA B YKa3aHHOW NOCAeA0BaTe/IbHOCTH.

v' [lna KoppeKTHOI paboTbl ¢ aneKTpoHHOM noanuckio (IM) Ha noptane zakupki.gov.ru B KayecTse MHTEPHET-
o0603peBaTens pekomeHayetca ucnonb3oBatb Microsoft Internet Explorer Bepcuu 11.0 unm 6paysep CnyTHuK.

v' Heobxogumo obpalatb 0co60e BHUMaHWe Ha NPUMEeYaHUA NOMEeYEHHbIe 3HaKOM ».

v' Tpu HecobntogeHnn gaHHbIx pekomeHaaumnin AO «MHpoTeKC UHTepHeT TpacT» He HeceT OTBETCTBEHHOCTM 3a
KOPPEKTHYIO paboTy MHTepHeT-0603peBaTens ¢ 3.

* Bcio HEO6XOAVIMYIO AOKYMEHTaUuuo no ycayram Hawe KOMNaHUU Bbl MOXKeETe 3arpy3mTb Ha Hawem
cainte www.iitrust.ru pasaen «logaeprkka», KHonka «lMonb3oBaTtenbCcKaa AOKYMEHTaALUA»

! Cormacuo msmenenusaM B 63-®3 «OG 3MEKTPOHHOMN MOIMHCHY.


https://sputnik-lab.com/downloads
https://www.iitrust.ru/
https://www.iitrust.ru/support/
https://www.iitrust.ru/support/instruction.php
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B BHumaHue! KpaliHe He pekomeHdyemca ycmaHaeaueame CK3U ViPNet CSP Ha Komnoiomep, 20e yxe
ycmaHoeneHo CK3U «Kpunmollpo CSP». B cay4yae ucnonv3oeaHuu 0eyx CK3W Ha oO0HOom paboyem mecme He
2apaHmupyemca paboma 00HO20 U3 HUX, 8M/7A0Mb 00 8bixo0d onepayuoHHoli cucmemsol u3 cmpos. AO «UHGpoTeKC
UHmepHem Tpacm» He Hecem omeemcmeeHHOCMU 3a HeKoppeKkmHy pabomy CK3U ViPNet CSP npu HecobawdeHuu
nons3oeamesem OaGHHO20 YCA0BUA.

Il. MonyyeHune n ycraHosKa FOCT CK3U

B 3aBMCMMOCTM OT TOrO Kakoe y Bac ncnosb3yetcsa cpeacTBo KpunTorpaduyecko sawmTbl nHdopmaumm (CK3N) ans
paboTbl ¢ anekTpoHHon noanuckto (ViPNet CSP unan KpuntolMPO CSP), BOCnonb3yhTecb OAHON M3 MHCTPYKUMIA,
onyb6nmkoBaHHbIX Ha OduumanbHom caiite AO UHPoTeKC UHTepHeT Tpact. MIXx MOXKHO 3arpy3uTb B pasgesne

«Mogaep:kka» > «MNonb3oBaTenbckas gOKymeHTauma» (PucyHok 1).

'Q WHDPOTEKC . I MOCKBA v 8 800 250-8-265 8800 250-0-265 JAKAIATD IBOHOK
S TPACT Mocisa, yn. Muumia, 56, crp. 2, 37axc 2 JaoHok BecnnaTHuii Texnonapkxa 247
3NEKTPOHHASA NMOAMKCH 3NEKTPOHHbIA JOKYMEHTOOBOPOT SNEKTPOHHAS OTYETHOCTb 3AILMTA CETH MOAAEPKKA NAPTHEPCTBO = Q

Mnasnas - Monnepikea © [oNE308aTENLCKER A0 KYMEHTALMS OBwme uHCTpyKUMK

3NeKTPOHHaS 339BKa
Monb3oBaTenbckas AOKyMeHTauusa o
Ninurbii kabureT

O6|.|.|,V| en HCprKLLMM DNEKTPOHHAR OTYETHOCTL
SnekTpeHHbIn AokyMeHTooBopoT

$ locynapcTeeHHbIE NopTans
Moptansi packpeitng wHbopmalmmn

1. Obwwue Tpebosarna k konbmrypaunn MK =

CKAYATb 3nekTpoHHbIE TOProBsI2 NAOWAAKM

381UMTa KaHA/OB CBA3M W 3NEKTPOHHOK

P - . nouThl
2. Pexomenpauuwm no HacTpolike Bpaysepos Ans paboTsl €O CPEACTBAMI 3NEKTPOHHON NOANMCH CKAHAT
o
3. WHcTpykuwa no HacTpoiike pabouero mecta gns pabotel ¢ 31 (ViPNet CSP v JaCarta LT) = CKAYATD
4. Vnerpykuma no HacTpoiike pabouero mecta ana pabotel ¢ 3N (Kpuntolpo v JaCarta LT) & CKAHAT

PucyHok 1


https://www.iitrust.ru/
https://www.iitrust.ru/support/instruction.php
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lll. Hacrpoika 6pay3epa u ycTaHOBKa N/1IarMHOB

A. Hacmpolika 6pay3epa Internet Explorer

Echmn ana pabotbl Mcnonb3yetcs 6paysep Internet Explorer, To HacTpoiTe napameTpbl 6€30MacHOCTU MO CTaThbe.
JobasbTe agpeca *.zakupki.gov.ru n *.gosuslugi.ru B cnncok HagexHbix caiToB. ObA3aTenbHO nepesanycrTure
6paysep 419 NPUMEHEHNA HACTPOEK.

b. YcemaHoeka «Kpunmollpo 3L Brower plug-in»

3arpysute Kpuntolpo 3N browser plug-in? no ccbinke: http://www.cryptopro.ru/products/cades/plugin/get 2 0

1. 3anyctute cadesplugin.exe n HaxxmuTe «[la» Ha Bonpoc «YcTaHoBuUTb Kpuntolpo 3N browser plug-in?»
(PrcyHoK 2).

Kpuntelpe 34N Browser plug-in

YeranoewTe Kpuntollpe 3UN Browser plug-in?

Ja Het

PucyHok 2

2. To 3aBeplleHUIO YCTaHOBKM BbIgeT yBeaomneHue: «Kpuntollpo 3UM browser plug-in ycnewHo
ycTaHoBAeH». 1A KoppeKkTHoM paboTbl Kpuntolpo 3UM browser plug-in Heobxoanmo nepesanyctutb 6paysep».
Haxkmute «OK» 1 nepesanyctuTe 6paysep (PucyHok 3).

Kpwnrolpe 3UMN Browser plug-in x

Kpuntolpo 3UMN Browser plug-in ycnewdo ycTaHoeneH,
Ana kopperTHoi paBotel Kpuntellpe 3UM Browser plug-in moxet
noTpeGoBaTeCA NEpEIany cTUTE Gpayiep.

PucyHok 3

B. YcmaHoeKa naaz2uHa 011 pabomsl ¢ nopmanom 20cy0apcmeeHHbIX ycye

[na aBTOpPU3aLUM C NMOMOLLbIO 3/IEKTPOHHbIX CPeAcTB Ha paboyem mecTe Ao/KeH ObiTb ycTaHoBAeH [narvH
no/ib30oBaTeNa NopTana rocyAapcTBeHHbIX ycayr. [na ero noaydyeHmsa HeobxoaMmo nepeiTy no ceoinke https://ds-
plugin.gosuslugi.ru/plugin/upload/Index.spr 1 Bbi6paTh Bepcuio naarnMHa AaA Bawein sBepcuy onepauyoHHOM
cucTembl U eé paspagHocTU (PUCYHOK 4).

2 Kpunrollpo DI Browser plug-in nerko Bctpausaercs, U IPUMEHUM B JIFOOOM U3 COBPEMEHHBIX Opay3epoB ¢ MOIEPIKKOH
crenapues JavaScript: Internet Explorer, Mozilla Firefox 51.0 wiu ESR, Opera, Chrome, Safari.


https://iitrust.ru/faq/elektronnaya-podpis/kak-nastroit-brauzer-internet-explorer-dlya-raboty-s-elektronnoy-podpisu/
file://///ufa-app-01/User/FattaxovSI/Desktop/*.zakupki.gov.ru
http://*.gosuslugi.ru/
http://www.cryptopro.ru/products/cades/plugin/get_2_0
https://ds-plugin.gosuslugi.ru/plugin/upload/Index.spr
https://ds-plugin.gosuslugi.ru/plugin/upload/Index.spr

rocycnyru

YcTaHoBka naarnHa JADRES! Da6OTb|
C nopTd/siomM 1rocydapCcrBeHHblIX YCJTYT

NopnepxueaeMble Opaysepbl:
» Internet Explorer Bepcun 8.0 1 Bhiwe
» Safari Bepcvn Bepcum 9.1.3 - 11.1.2;

* Mozilla Firefox Bepcur 50.0 1 Bbllwe;
* Google Chrome Bepcun 29.0 n BbilLe,

CNUCOK KpUNTONPOBAWAEPOE M TOKEHOB, C KOTOPLIMU YMeeT paGoTaTbh NNarvH:
Ona Windows
Kpuntonpoesargepsl:

* Kpuntollpo CSP,ViPNet CSP, Signal-COM CSP, NMCCWU-CSP

TOKeHbI:

» Pytoken 3U[1, Pytoken 3LIM 2.0, JaCarta OCT, JaCarta-2  OCT, eToken OCT

Ona Linux n MacO$

Yro cnepyet caenate ¢ IFCPlugin-x64.msi (12.1 ME)?

. . BeinoaxuTs CoxpaHuTe ) OTmeHa X
W3: ds-plugin.gosuslugi.ru

TONbLKO TOKEHbI:

PucyHok 4

1. HaxXmuTe KHOMKY «BbinoaHUMb». HauHeTtca yctaHoBKa MO «flaa2uH noas3oeamens nopmand 20c. ycaya»
HaxkmuTe KHoMKy «[lanee» (PUcyHOK 5).

CUCTEM 3NEKTPOHHOIC NpaguTens... [=0E -1
il

Bac npuBeTCTBYET MacTep YCTaHOBKM
MnaruH NoNb30BaTens cucTem
3NEKTPOHHOMO NPaBUTENbCTBa

MECTEP YCTAHOBKM MOSEONSET HSMEHMTE OCOD YCTAHOSKN
WM YASNEHWA KOMMOHEHTOB MN&rMH NONL30BaTENA CACTEM

3NeKTPOHHOM 0 NPABWTENECTES Ha KOMNEKOTEPE.

HasmmTe kHonky “Aanee”, yTobkl NPodoimKkMTE, WK KHOMKY
"OTMeHa", 4ToBbl BEIATH M3 MACTEPE YCTEHOBKM,

Hasan [ Hanee l [ OTMeHa

PUcyHOK 5

2. [loxauTecb OKOHYaHMA YCTAaHOBKM W HaXMuTe KHOMKy «loToBo». [locie ycTaHOBKM Heobxogumo
nepesanyctutb bpaysep.

. YemaHoeka u Hacmpolika 6paysepa CnymHuk’®

B gaHHOM MHCTPYKUMKM B KayecTBe Gpaysepa c nogaep:kkon FOCT CK3WN 6yaem ucnonb3oBaTb CnyTHWK. Ana
3arpyskm 6paysepa CAymHUK C NOALEPKKOM OTeYecTBEHHOW Kpuntorpadum nepenamte no  CCbliKe
https://sputnik-lab.com/downloads, Bbibepute Bepcuio B 3aBUCUMOCTH OT TUNa Bawen OC U HaXKMUTE Ha KHOMKY

«Ckayamob» (PUCYHOK 6).

3 Taxske MOKHO HCIIONIB30BaTh Opaysep Chromium GOST.



https://sputnik-lab.com/downloads
https://github.com/deemru/chromium-gost/releases/latest

Microsoft Windows 7+

Microsoft Windows 7+
(64bit)

Bpayaep «CriyTHUuK>

Android 4.4 (86)

Astra Linux Common
Edition 2.12 (64bit)

Bpayaep «CriyTHik»

Ubuntu LTS desktop

(32bit) 20.04 (64bit) cTaHuus (64bit)
Bpayaep «CnyTHuk»
Bpaysep «CnyTHuk» 132165 Bpaysep «CnyTHuk» Bpaysep «CnyTHuk»
5.6.6290.0 5560780 5.5.6108.0
4 CKAYATH L CKA4YATH L CKAYATH 4 CcKAYATL

Astra Linux Special
Edition 1.6 (64bit)

Bpayaep «CyTHuK»

5.662910 5561540 5.56156.0 5.5.6150.0
L crAYATL L CKAYATb L CKAYATH L crauATbL
SN—

Anbt 9 Pa6ouas

Anbt 8 CI Pabouaa
cTaHuus (64bit)

Bpayaep «CryTHuK>

PucyHok 6

Mocne yctaHOBKKM 3anycTtuTe 6paysep CNyTHMK B MPaBOM BEPXHEM YI/ly OKHa Ha)KMWUTE Ha MUKTOrpammy "
Bbl6epuTe «JononHumenoHsie uHCMpymeHmel — PacuwupeHus» (PUcyHoK 7).
( Hosas sknaaka X 4 w - o &
+ c o @l | w6
; Hoean sxiaaka Ctrl =T
Hosce oxno Ctrl + N
+ .
- Hosoe okHo & pexume Hesnanmea Ctrl = Shift + N
W BCE SAHMAIKHM
Weropua >
2 'v Jarpyzxm Cirl =1
i CnytHnk/la6 Poctenekom Sanaa ’
Macwrad - 100% + b
C a6 5 = Meware... Ctrl +
yric 2 el Haiimi... Ctrl = F
CoxpannTe CTpaHNLY KaK... A oNoNHATENEHEIE MHCTPYMEHTEI »
Cospars apnsikc.. Wzmenums Bripesats KonuposaTs BcTasuTs
Yaanenue AaHHEX O NPOCMGTPERHENX CTparALax...  Ctrl + Shift + Del Hacrpoitki
Pacwmnperus O CnyTHuke
Oucnetuep sagas Shift + Esc Baoxon
WHerpymenTsl paspabotunka Ctrl = Shift + |
Pucynoxk 7
Hataute B OKkHe «PacwupeHusa» CryptoPro Extension for CAdES Browser Plug-in 1 Haxkmute «BKaoyumo»

(PucyHok 8).

= [ [
* @D " O

M Pacwupennsa X
&«

c o { coymu

Firefox IE

extensions
Q Pexum paapaborunka .

= PacwupeHus

CryptoPro Extension for CAdES Browser Plug-in

O % e w[ 8 N

8

PaclwupeHne Nno3BonaeT UCMoNL30BaThL
KpunTolMpo 3LM Browser plug-in B 6pay3epe.
Ilnga paboTebl TpebyeT ycraHosnerHoro LM

MoppotHee YpanuTe

Pucynok 8

Ecan YCTaHOBNEHHOTO pPacClUMpPEHNA HET, 3arpy3nTte ero no CCblJike B UHTEPHET-MarasnHe chrome.



https://chrome.google.com/webstore/detail/cryptopro-extension-for-c/iifchhfnnmpdbibifmljnfjhpififfog?hl=ru
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IV. Perucrpauusa s ECUA

® BuumaHue! Meped peaucmpayueii Ha nopmane 2oc3akynok (https://zakupki.gov.ru) opeanusayus domHa

6bimb 3apea2ucmpupoeaHa HA nopmasne 2ocycaye. Ecau npoussodumca pezucmpayusa ¢ 31€KMPOHHOU
nodnuceto (311) pykosodumens op2aHu3ayuu, Ha Nopmase pe2ucmpupyromcs KaK ropududeckoe auyo. Ecau
npouszeodumca peaucmpayusa ¢ oonosaHumenvHoimu 31 Ha nonb3oeameneii (m.e. op2aHusayusa yxe
3apea2ucmpupoeaHad KakK ropuduyeckoe. aAuyo), udem peaucmpayus puauvecKo2o Auyd.

Mpoueaypa pernctpaunm topugmyeckoro amua 8 ECUA npegycmatpusaer:

1. NMonyyeHne pyKoBOAMTENEM OPraHM3aLMKM CPeACTBa 3/EKTPOHHOM noanucu. B KavecTBe Bragenbua
cepTudMKaTa NPOBEPKM KHOUA SNEKTPOHHOM NOANUCU A0NKHO BbITb YKa3aHO ML, UMELoLLEee NPaBo AENCTBOBATb
6e3 4OBEPEHHOCTM OT UMEHW IOPUANYECKOrO ML (pyKoBOAUTENb HOPUANYECKOTO NNLa).

2. Peructpauma pykosogutens topuaudeckoro namua 8 ECUA Kak ¢pusnyeckoro amua ¢ noaTBep:KAeHHON
YYETHOM 3aMuCblo: JaHHble O MoJib30BaTesie MPOBEPSIOTCA B roCyAapCcTBEHHbIX BegomcTBax (nposepka CHUJC u
nepcoHanbHbIX AaHHbIX B [leHcMoHHOM PoHAe, nNpoBepKa AaHHbIX AOKYMEHTA, YAOCTOBEPAIOWEro AMYHOCTb, B
denepanbHON MUrPaLMOHHOMN CAyXbe) U NMYHOCTL NONb30BaTeNs MOATBEPIKAEHA C MOMOLLbIO 3N1EKTPOHHOM
noanucw.

3. AsTopusauma B npoduae GU3NYECKOrO ANLA, 3aPErMCTPUPOBAHHOIO B COOTBETCTBMM C NMYHKTOM 2, U
co34aHue YYETHOW 3anucK lopmuandeckoro amua (Bknagka «OpraHmsaumm»).

B KaxOoili compydHUK 00nxeH umemb 3ape2ucmpupoBaHHYI0 U NoOmeepHOeHHYI0 yYemHylo 3anuce
¢gusuyeckozo nuya e ECUA.

Perncrpauma ¢p13NYECKOro nua, NOATBEPHKAEHNE YYETHOMN 3aNUCK, PErMCTPaLNA IOPUAMYECKOrO ML OMUCaHbI B
pasgene IV nHctpykumm (https://iitrust.ru/downloads/manual/uc/Manual ESIA ARM.pdf).

V. Perucrtpauma Ha nopTtane roc3akynok

Ecnn Bobl He 3aperMcTpmpoBaHbl Ha nopTase rocsakynok (zakupki.gov.ru), To ana paboTbl Ha AaHHOM nopTane
Bam Heob6xoaMMO NPOMNTU pPerncTpaLmto.

Ecin y Bac BO3HMKHYT BoOMpocbl No pabote B AaHHOW cucteme, mo Heobxodumo obpawamoeca e
mexHu4YecKyro noddepxcky EOuHol uHghopmMayuoHHOIi cucmembl 8 cchepe 3aKYNOK:
men. +7(495) 739-25-83, 8 800 600-90-89
e-mail: helpdesk@zakupki.gov.ru;

v Ha aTom npoueaypa HaCTPOMKM aBTOMaTM3MpOBaHHOro paboyero mecta ansa pabotbl ¢ 3M B EguHoi
MHPOPMaLMOHHOM cucTeMbI B chepe 3aKynoK 3aBeplueHa.

v3


https://zakupki.gov.ru/
https://iitrust.ru/downloads/manual/uc/Manual_ESIA_ARM.pdf
https://iitrust.ru/downloads/manual/uc/Manual_ESIA_ARM.pdf
https://iitrust.ru/downloads/manual/uc/Manual_ESIA_ARM.pdf
https://zakupki.gov.ru/epz/main/public/user-feedback.html
mailto:helpdesk@zakupki.gov.ru

