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I. BsepeHue

v\ [JOKyMeHT npefHa3HayeH [N MoNb30BaTeNel, OCYLLECTBAAIWMX CaMOCTOATENbHYIO YCTaHOBKY
cpeacTtsa Kpuntorpapumyeckoin 3awmtbl UHGopmauum (CK3U) ViPNet CSP nnn KpuntoMpo CSP, nporpamMmHoro
obecneyeHnn ANA SNEKTPOHHON NOANUCU U HACTPOIMKY aBTOMaTU3MPOBAHHOIO paboyero mecta Ansa paboTbl ¢
3NEKTPOHHOM NOAMMUCHIO C UCNOMb30BaHMEM MHTEPHET-0603peBaTens.

v' B ygocTosepalolem LeHTpe rpynnbl Komnauuin MupoTeKC (panee - YU, TK UHPoTeKC) cpok aeictens
Kntoyen u ceptudmkata 3 ycTaHoBAEH paBHbIM 1 roay.

v' Tpu HeobXx0AMMOCTM NPOM3BECTM NNAHOBYIO (CKOPOE UCTeYeHMe CpoKa AencTans 3M) v BHeNNaHoBYIO
(M3meHeHMWe yyeTHbIX AaHHbIX Bnagenbua 31, noTeps AOCTyna K KNHOYEBOMY HOCUTEND, MOTEPA KAHYEBOTrO
HocuTens M T1.4.) cmeHy 3N Heobxoammo noBTopHO NpubbITh B YL TK UHPoTeKC no cornacoBaHuto c
meHeaepom AO «MHPpoTeKC NHTepHeT TpacT».

v' Ona npasunbHoli pabotbl CK3U ViPNet CSP uau Kpuntolpo CSP v cpeacTBa 3NeKTPOHHOI nognucu
Heo6X04MMO BbINOJIHUTb BCE NYHKTbI ,aHHOrO PYKOBOACTBA B YKa3aHHOM Nocae0BaTeIbHOCTHU.

v’ [nAa KoppeKTHOM paboTbl ¢ 3neKTpoHHOM noanucbio (M) Ha noprane paboTbl € 31EKTPOHHOM
noanucbio Ha noprtane POCGUHMOHMTOPUHra B KayecTBe MHTepHeT-0603peBaTens peKomeHAyeTcs
ucnonb3oBaTtb Microsoft Internet Explorer 11.0 u Bbiwe, ¢ BKAIOYeHHOW NoaaepKKoi ¢painos ActiveX.

4 HEO6XOAVIMO 06pau.|,a'rb ocoboe BHMMaHMUe Ha npunmevyaHuna nomeYyeHHble 3HAKOM *

v’ Tlpu HecobnoaeHUM fAaHHbIX pekomeHaaumin AO  «MHboTeKC WUHTepHeT TpacT» He HeceT
OTBETCTBEHHOCTU 33 KOPPEKTHYIO paboTy HTepHeT-0603peBaTens c 3.

Bcio Heobx0AMMYI0 AOKYMEHTaLMIO MO yC/Ayram Hawei KOMMNaHUKU Bbl MOMKeTe 3arpy3sutb Ha Halem
caiite www.iitrust.ru paspen «Noaaep:kka», KHonKa «Moab3oBaTesbcKas AOKYMEHTaLUA»
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» BHumaHue! KpaliHe He pekomeHOyemca ycmaHaeaueams CK3U ViPNet CSP Ha Komnbiomep, 20e yxce ycmaHo8seHo
CK3U «Kpunmollpo CSP». B cny4yae ucnonv3zoeaHuu 0eyx CK3U Ha oOHom pabovem mecme He 2apaHmupyemcs paboma 00Ho20
U3 Hux, ensiome 00 6bixo0a onepayuoHHoli cucmemsl u3 cmposa. AO «UHPpoTeKC UHmepHem Tpacm» He Hecem
omeemcmeeHHOCMU 3a KoppeKmHyto pabomy CK3U ViPNet CSP npu HecobarodeHuu noav3oeamesnem 0aHHO20 YCA0B8US.

Il. MonyuyeHue mn ycraHoBKa FOCT CK3U

B 3aBMCMMOCTM OT TOrO Kakoe y Bac ncnonbsyetca cpeacTBo Kpuntorpaduyeckon 3awmtbl nHpopmaunm (CK3N) ana
paboTbl ¢ anekTpoHHol noanucbio (ViPNet CSP nan KpuntolMPO CSP), BOCMO/b3yiMTECh OAHOWM W3 MHCTPYKLMUM,
onybnmkoBaHHbIX Ha OduumanbHom cate AO UHPoTeKC UHTepHer TpacT. X MOMKHO 3arpy3uTb B pasgene
«MNoanepykka» > «Monb3oBaTesibckas JOKymeHTauma» (PUcyHok 1).

S VHPOTEKC - MOCKBA v 8 800 250-8-265 8 800 250-0-265 JAKAIATE 3BOHOK
S TPACT Mocicaa, yn. Muwuara, 56, crp. 2, aras 2 JuomoK GecrnaTHbil Texnonaepixa 24/7
SNEKTPOHHAA NOANMKUCH 3NEKTPOHHbIA AOKYMEHTOOBOPOT SNEKTPOHHAA OTYETHOCTL SALWATA CETHU NOAAEPKKA MNAPTHEPCTBO = Q

[hasnar - MNognepkka - MNons30saTENECKER AOKYMEHTALWA Obwme MHCTPYKLUMKA

3neKkTpoHHAas 3a8BKa

Monb3osatenbckas AOKYMeHTauuna

NMunein kabnret
OBLLWIE MHCprKLLMM SNeKTPOHHAN OTHETHOCTE
SneKTPCHHbIN gokyMeHTooBopoT
- locyaapeTaeHHsIe NopTans
MopTans packpeiTua mHdopMaLn
1. OB6wme tpeboeanmsa k kondurypaumn MK =

CKAYATL INEeKTPOHHbBIE TOProBbIS NNOWAAKK

3alMTa KaHEI0B CBA3W W 3NEKTPOHHOH

- ~ - nouTh!
2. Pekomengaumn no HacTpoiike Gpay3epos Ans paboTl cO CPEACTBAMW 3NEKTPOHHOA NOAANCK

CKAMATD

-
3. WhHcTpykuma no HacTpoike paBouero mecta gns paborsl ¢ 301 (ViPNet CSP w JaCarta LT) = CKAYATD
4. WHeTpykuwa no HacTpolike pabodvero mecta ans pabotol ¢ 30 (Kpuntolpo v JaCarta LT) & CKAMATD

Pucynok 1
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lll. Hacrpoika 6pay3epa ana pabotbl c M Ha nopTtane PochHMOHUTOPUHra

A. YcmaHoska «Kpunmollpo 3L Brower plug-in»

3arpysute Kpuntolpo 3N browser plug-in' no ccbinke: http://www.cryptopro.ru/products/cades/plugin/get 2 0

1) 3anyctute cadesplugin.exe n Haxmute «Ja» Ha Bonpoc «YcmaHoeums Kpunmollpo 3UIM browser plug-in?»
(PvcyHok 2).

Kpuntollpoe UM Browser plug-in

YcranoewTe Kpuntollpo 3UN Browser plug-in?

2) Mo 3aBepLueHMIO YCTaHOBKM BbliiaeT ysegomnenune: «Kpunmollpo 3T browser plug-in ycnewHo ycmaHoeneH».
[nsa KoppekTHoi pabotbl Kpuntolpo UM browser plug-in moskeT notpebosaTbcsa nepesanyctutb 6paysep».
HaxmuTe «OK» 1 nepesanyctuTe 6paysep (PUCyHOK 3).

KpunTtolpo 3UMN Browser plug-in X

Kpwnrollpo 3UMN Browser plug-in ycnewxo ycTaHoBNEH.
Ana kopperthol pabotel Kpuntollpo 3UMN Browser plug-in moscer
noTpeboBaTeCA NEpesanycTUTE Bpaysep.

! Kpunrollpo DIITT Browser plug-in nerko BcTpamBaeTcsl, 1 NPUMEHUM B JIOOOM M3 COBPEMEHHBIX Opay3€pOB C IOIEPIKKOMH
cuenapues JavaScript: Internet Explorer, Mozilla Firefox 51.0 wnu ESR, Opera, Chrome, Safari


http://www.cryptopro.ru/products/cades/plugin/get_2_0
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B. Hacmpolika 6pay3epa Internet Explorer

1. Ecam gna paboTbl ucnonbsyetca 6paysep Internet Explorer, To HacTpoiiTe napameTpbl 6€30MacHOCTM MO CTaTbe.
Hob6aebTe aapec https://*.fedsfm.ru B cnucok HagexHbix caiToB. Ob6A3aTenbHO nepesanyctute 6paysep Ans

NPUMEHEHUA HACTPOEK.
2. Ana npoBepku nognucu neperaute B JIMYHbIK  KabuHeT Ha nopTane  PocPUHMOHWUTOPMHTa

https://www.fedsfm.ru/. Haxxmute «Bxo0 ¢ ucnosav3zosaHuem cepmugpukama» (PUCyHOK 4).

» BHumaHue! 3anycmume ViPNet CSP u y6edumecs, ymo 8 pa3desne «JonoaHumesnibHO» 8KaAl0YeHd onyusa «oddeprcKa
anzopummos 2012 200a 8 TLS-ceccusax» u «Moddepxcka TLS 1.2» Ecau ux Hem, Heobxo0umo Yepe3 NPo2pPamMmMbl U KOMMIOHEHMbl
eblbpame ViPNet CSP u Haxcamob Ha KHonKu «M3meHums - > «[Jobasums unu ydaaume KomnoHeHmol» -> «[loddepicKa
pabomel ViPNet CSP yepe3 Microsoft CryptoAPI» -> «[Toddepxcka npomokona TLS/SSL» -> «kKomnoHeHm 6ydem ycmaHoeneH
Ha A0KanbHbIl wécmkuli Ouck» -> «lpodomcumes». lMocne dobasneHusa KomnoHeHma nepe3azpysume K.

6 \ﬁ https://portal fedsfm.ru/account/choice?ReturnUrl=%62f ~ac Mowck... o~

& PocdurmoniTopunr [

POC®HUHMOHWUTOPHHI

é MepepanbHan cnyxba no +]) Boitn
(HUHAHCOBOMY MOHWUTODHHIY

BxoZ B MNYHbIA KabUHeT Perncrpauma ana iopuandeckux auL

B coOTBETCTBHK CO cTaThel 5 unu 7.1 DeaepanbHoro 3akoHa ot 07 asrycta 2001 roga M2 115-03
[nA Bx0A3 B NNYHbLIA KaBWHET C MCNONb3I0BAHHEM CeDTUdUKATE
TpefiyeTcA HACTPOWTL paboyee MECTo B COOTBETCTBHN C
WHCTPYELMER (HacTpoiika pabodero mecta). |

PEFACTPALLAA |

‘ BXO. B IMYHbIA KABHHET | | PEFUCTPALMA C MCNOMb30OBAHMEM SNEKTPOHHOM NOANMCKA |

‘ BX0A4 C MICNONMb30OBAHWEM CEPTUGHKATA |

Pa3bACHeHWA No TeKYWHWM aKTyas/ibHbIM BONPOCAM
PervcTpauma Ana GusmMyecKmx AL M MHAUBUAYAbHbIX
npeanpuvHMMaTenen

B COOTBETCTBMM CO CTaThel 5 unu 7.1 GegepansHoro 2akoHa ot 07 aerycrta 2001 roga Ne 115-03

WHCTDYKUMK N0b20BaTENA

MNpezeHTauna: «Perncrpaymns e JIMuHOM KabuHeTes

3AABKA HA TEXHWYECKYH NOAOEPXKY |

| PErMCTPALLMA |

| PEFTMCTPALMA C UCNOJIB30BAHMEM 3/IEKTPOHHOW NOANMCHA |

Pucynok 4

3. Haxkmute «MpogonKunTb OTKpbITME 3TOro Beb-y3na (He pekomeHayeTcs)» (PUCYHOK 5).

ortal fedsfm.ru:8081/account/login.aspx P~-ax 2 Qwwbka cepTndmkaTa: nep.., *

& nhtip

& Owwubka e ceptudukare bezonacHoctv sToro eeb-yzna.

Cep—movuca— Be30MacHOCTH 3TOMO BEfj-)«‘3.l'IEI He Bbin EbINyULEH ACBEPEHHbBIM LUEHTROM CERPTU@MKALLMA.

Hanmume ownbok B CepTM@uKaTe Be30MaCHOCT MOXET 02HaYaTk, YTO BaC NeITAKOTCA lejl‘.-mH)'_I: WMAKM XOTAT
NepexeaTiTe MHQOPMAUWHD, NepejaeaeMyHl Ha CepEep.

PekomeHayeTcA 2aKphiTh Be6-cTpaHMLY W He paboTaTk ¢ 3TMM Be6-yznom.

& UlenkHnTe z0ecs, uToDbl 2aKpeITe BeD-CTpaHKLY.

("g;i' MpoaoaxuTe OTKPLITWE 3TOro Beb-y2na (He pekomMeHayeTcH). )

@ Moapobee

Pucynok 5

4. Mpw ycnosuu, ecam 3N n 6paysep HaCTPOEHbI KOPPEKTHO, OTKPOETCA OKHO Bblibopa cepTuduKaTa (PUCYHOK 6).


https://iitrust.ru/faq/elektronnaya-podpis/kak-nastroit-brauzer-internet-explorer-dlya-raboty-s-elektronnoy-podpisu/
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—
‘@ Ouwmbka e ceptudukare GesonacHoctm 31oro eeb-yana.

CepTUGUKAT Ge0MACHOCTA 3TOTO Be6-Y2Na He Giin BLINYLIEH AOBEPEHHLIM LIEHTPOM CEPTHOUKALIMAM

Hauume OLIMEOK & CpTAPUKATE GE30MACHOCTA MOXET DIHAUATE, UTO BAC MLITAIOTCH OBMAHYTE MAW XOTAT
NEPEXBATUTE MHPOPMALIMIO, MIEPeAIBaeMYI0 Ha CePaep.
BesonackocTs Windows ==

Brifop ceprudmkata

23KPLITL BE6-CTRAHMLY W HE PaBOTATL € 3THM BE6-Y2A0M.

1@ Llenxrure 3aecH, 4TOGbI 3aKPBIT Beb-CTPaHALLY.

& MpogomxuTs OTKpbITME 3TOrO BeB-yana (He pexomenayeTc).
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PucyHok 6

B B cyyae, ecim OKHO BbIGOpa cepTUPUKaTa He MOABUIOCH M BbILLAA oWwMbKa 403 (PUCyHOK 7) nau 6paysep He
oTo6pasna cTpaHuLy, To obpatTuTech K Bawemy cuctTeMHOMY agMUHUCTPATOPY AN HAaCTPOMKM paspelueHms
[oCTyna Ha Bawem npokcu-cepeepe mam whato3e Ha agpec portal.fedsfm.ru no nopty 8081. Mocne yero
nepesanyctute 6paysep 1 NOBTOPUTE NONbITKY BXoAa no Il cHosa.

@ 403 - 3anpeweno: Jocryn 3. %

Ownbka cepeepa

403 - 3anpeujeHo. [ocTyn 3anpelieH.

"peﬂDCTaIlHEIIHIIIE YuYyeTHble He AawT np Ha NpoOCMOTP 3TOND KaTanora WNH CTpaHHLU bl .

e @ nitps://portal fedsfm.ru:2081/account/lagin = ¢ || MNonck. Lo~

@ He yaaetca BesonacHo nog.. % ,_ e

@aiin  Tlpaska Bwg WzBpawnoe Cepeuc  Cnpaeka

He YAGETCAH 6e30MacHo NOAKJIFOUMTBCAH K 3TOU
CTPaHWLE

BO3aMoXHO, Ha CalTe MCNOMLIYIOTCA YCTapeBLWWMe WA HEHALeXHEIE NapaMeTpel Be30NacHOCTH NpoToKoaa
TLS. Ecnn 310 Gyner noBTOpATLCA, oOpaTuTecs K Bnagensly Beb-calita.

[lna napameTpoe 6e30MacHOCTM NPOTOKOAA TLS He yCTaHOBNEHE! 3HAYEHWA MO YMOIYaHUIO, YTO TaKxKe
MO0 CTaTk NPUUMHONA ownGKn.

MonpobyiTe BEINOAHWUTE CAeAyrolMe AefCTBHA.

* BepHyTbcA k nocnegHer cTpaHMLe

#06% -

Pucynok 7

5. TMocne Bxoaa yepes CepTMd)MKaT Bam Hy»KHO 6yp,eT BBECTU NIOTUH U Napo/ib, NON1y4eHHbIE NPUN PETrNCTpalUnn.

‘ Ha stom npoueaypa HacTPOMKM aBTOMATM3MPOBAHHOro paboyero mecrta gns paboTbl ¢ 3 Ha noprane

PocdmHMOHUTOPMHra 3aBepLUEHa.
v5



