AO «UHpoTeKC UumepHem Tpacm»

MHCTPYKLUMA NO HacTpoiike pabouero mecra ansa pabotbl Ha
DNEeKTPOHHOU Toprosoi naowaake ZakazRF

JluctoB 7

UHpoTeKC UHTepHeT Tpact
2021r.



OrnasneHue
O = 1= T 1= T T =N

1. NonyyeHmne N yctaHOBKA TOCT CK3U ...
lll. Hacrpoika 6pay3sepa Internet Explorer gna pa6otbl Ha «ZakazRF» .................
A. YcmaHoseKka «Kpunmollpo LI Browser plug-inm ...........cccceveeniiieenierenniennnns
b. Hacmpoiika napamempos 6e30NacHOCMU BPAY3EPA.........cceeeereenereenneerennens

IV. AkkpeauTtaumsa uepes EUC/EPY3 u pabota Ha «ZakazRF»..............ccccceeuvvveennnn.



I BsepeHue

[JOKyMeHT npeaHasHayeH Aaa NO/b30BATENEN, OCYLLECTBAAOWMX CAMOCTOATENbHYIO YCTAHOBKY
cpeactBa Kpuntorpaduyeckoi 3awmtbl MHpopmaumm (CK3U) ViPNet CSP wam Kpuntolpo CSP,
NporpamMmHoro obecneyeHuna aaa 3NeKTPOHHON NOANUCU U HAaCTPOMKY aBTOMATU3NPOBAHHOIO paboyero
MecTa AN1A paboTbl C 3EKTPOHHOW NOANUCHIO C UCMO/Ib30BaHMEM MHTEPHET-0603peBaTens.

B ygocToBepsatolem LeHTpe rpynnbl kKomnaHuin UHPoTeKC (ganee - YU, TK UHdoTeKC) cpok gencremsa
Kntouen u ceptudmkaTa M ycTaHOBAEH paBHbIM 1 roay.

Mpu HeoHX0ANMMOCTM NPOU3BECTM NIAHOBYIO (CKOPOE NcTeuyeHme cpoka gercTeua M) nam BHenlaHoBYO
(M3MeHeHMe y4yeTHbIX AaHHbIX Bnagenbua 3M, notepa AOCTyNa K KAOYEBOMY HOCUTENt0, MoTeps
KNOYeBOro Hocutens U T.4.) cmeHy 3 HeobxoguMmo noBTopHO npubbitb B YU MK UHPoTeKC no
cornacosaHuto ¢ meHegKepom AO «MHPoTeKC UHTepHeT TpacT».

DOna npaBunbHoili pabotbl CK3U ViPNet CSP unu Kpuntolpo CSP u cpepacTtBa 3/1eKTPOHHOMU noanucu
Heo6X04MMO BbINOSHUTb BCe NYHKTbI 4aHHOrO PYKOBOACTBA B YKa3aHHOW NOC/1eA0BaTe/IbHOCTU.

[Ona KoppeKkTHOU paboTbl C 3/1eKTPOHHOU nognucbto (IMM) Ha dneKTPOHHOI ToproBoii naowaake (3TN)
ZakazRF B KauecTBe WHTepHeT-o603peBaTensa pekomeHAyeTcA ucnonb3oBatb Microsoft Internet
Explorer Bepcun 11.0, c BKAOYEHHOW NogaepxKkon dannos ActiveX.

HEOGXOAMMO 06pau.|,aTb ocoboe BHUMaHMe Ha npumeyvyaHuna nomeYyeHHblie 3HaKOM *

Mpu HecobnogeHMM paHHbIX pekomeHgaumin AO  «UMHPoTeKC MWHTepHeT TpacT» He Hecet
OTBETCTBEHHOCTU 33 KOPPEKTHYIO PaboTy HTepHeT-0603peBaTena ¢ 3.

Bcio HeobxoauMylo AOKYMEHTALMIO NO YC/Ayram Halel KOMNaHUM Bbl MOXKeTe 3arpy3uTb Ha Halem
calite www.iitrust.ru pasgen «MNogaepKka», KHonka «Moab3oBaTeNbCKaA OKYMEHTALMAY



https://www.iitrust.ru/
https://www.iitrust.ru/support/
https://www.iitrust.ru/support/instruction.php

» BHumaHue! KpaiiHe He pekomeHOyemca ycmaHaenueamb CK3U ViPNet CSP Ha Komnoiomep, 20e yxe
ycmaHoeneHo CK3U «Kpunmollpo CSP». B cayuyae ucnonv3oeaHuu 08yx CK3W Ha oOHOm pabovyem mecme He
eapaHmupyemca paboma o0HO20 U3 HUX, 8M1/10Mb 00 8biX00d onepayuoHHol cucmemsol u3z cmpos. AO «UHpoTeKC
UHmepHem Tpacm» He Hecem omeemcmeeHHOCMU 3a KoppeKmHyto pabomy CK3U ViPNet CSP npu HecobarodeHuu

nonb3oeamesnem 0AHHO20 ycnosus.

1. MonyyeHue n ycraHosKa FOCT CK3U

B 3aBMCMMOCTM OT TOrO KaKoe y Bac ncnonb3yeTca cpescTBO KpMnTorpadmuyeckom 3awmTbl UHGOpPMaLUmm
(CK3W) ans pabotbl c anektpoHHoW noanuckto (ViPNet CSP unu KpuntoMNPO CSP), Bocnonb3yittech oagHOMN U3
WMHCTPYKLUMN, onybnmMKkoBaHHbIX Ha OduumanbHom caitte AO UHdoTeKC MHTepHer TpacTt. VX MOXKHO

3arpysuTb B pasgene «Mogaepxka» > «onb3oBaresibckaa gOKyMmeHTauma» (PucyHok 1).

Thaswas - Monnepxka + Monb3nsaTensckas AOKyMEHTALMA
Monb3oBaTenbckaa AOKYMEHTaLUSA

Obume HCTPYKLMUIK

1. O6uwwme Tpeboranusa k koHdurypauwn MK =

S MHPOTEKC I.MOCKBA v 8 800 250-8-265

v
TPACT Mockeaa, yn. Muwia, 56, cTp. 2, aras 2 3noHoK GecnnaTHbiz
3NEKTPOHHASA NOAMMCH 3MEKTPOHHbIN AOKYMEHTOOBOPOT SNEKTPOHHAS OTYETHOCTB SALMTA CETH

CKAYATB

2. Pekomengaumn no HacTpoiike Gpaylepos Ans paboTel co CPeACTBAMU 3NEKTPOHHOA NoAANCH CRAYATD
o

3. WHcTpykuma no HacTpoiike paBouero mecta ans pabots ¢ 3 (ViPNet CSP w JaCarta LT) © CKANATD

4. WMHcTpykuma no HacTpoike pabouero mecta ans pabotsl ¢ 301 (Kpuntollpo v JaCarta LT) & CKAYATD

Texnonnepuka 24/7

NOAAERPKKA MAPTHEPCTBO

Obwme MHCTPYKLMKA

DneKkTpoHHan 3asexa

NMunein kaburet

SNeKTPOHHaN OTYETHOCTL
SnekTpoHHbIN gokyMeHTooBopoT
locyaapeTaeHHsIe NopTans
Mopransl packpsiTia MHGOPHMaLUK
SNeKTPOHHbIE TOProBbIe NNOWaAKK

3aWKMTa KaHANOB CBA3M W 3NEKTPOHHOM
noyTsl

Q

Pucynoxk 1
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lll. Hacrpoika 6pay3sepa Internet Explorer ana pa6otbl Ha «ZakazRF»

A. Ycmanoeka «Kpunmollpo 3UIM Browser plug-in»

3arpysute Kpuntolpo 3N browser plug-in! no ccobinke:
http://www.cryptopro.ru/products/cades/plugin/get 2 0

1) 3anyctute cadesplugin.exe v HaxxmuTe «Ja» Ha Bonpoc «YecmaHosume Kpunmollpo 3L browser
plug-in?» (PucyHok 2).

Kpuntollpo 3UMN Browser plug-in

Yeranoewte Kpunmolpe 3UMN Browser plug-in?

& [ e

PucyHoxk 2

2) Mo 3aBeplUeHNIO YCTaHOBKM BbIMAET yBegomneHue: «Kpunmolipo 3UIM browser plug-in ycnewHo
ycmaHoeneH». [na koppeKkTHon pabotbl Kpuntolpo 3UM browser plug-in mokeT notpeboBaTtbces
nepesanyctuTb bpaysep». Haxxmute «Ok» n nepesanyctute bpaysep (PUcyHOK 3).

Kpwntolpe 3L Browser plug-in H

Kpuntolpe 3L Browser plug-in ycnewHo ycTaHoBNEH.
Ana keppektroi paGotel Kpuntolpe 3UMN Browser plug-in mosxer
noTpeBoBaTeCA NEpEsanycTUTE Bpaysep.

Pucynox 3
b. Hacmpolika napamempos 6e3onacHocmu 6pay3epa

Ecam ans paboTbl ucnonb3yetca 6paysep Internet Explorer, To HacTpoiiTe napameTpbl 6€30MNacHOCTH Mo
ctatbe. JlobasbTe agpeca caitos https://*.zakazrf.ru n http://*.zakazrf.ru B cnMCOK HageKHbIX CalTOB.

O6s3aTenbHO NepesanyctTuTe 6paysep 414 NPUMEHEHUA HAaCTPOEK.

1 KpuntoMpo 3UM Browser plug-in nerko scTpamsaetca, U NpUMeHMM B N06OM M3 coBpemeHHbIx Gpay3epos C

nogaepKkon cueHapues JavaScript:Internet Explorer, Mozilla Firefox 51.0 unu ESR, Opera, Chrome, Safari


http://www.cryptopro.ru/products/cades/plugin/get_2_0
https://iitrust.ru/faq/elektronnaya-podpis/kak-nastroit-brauzer-internet-explorer-dlya-raboty-s-elektronnoy-podpisu/
https://*.zakazrf.ru/
http://*.zakazrf.ru/

IV. Akkpeautauusa yepe3 EMC/EPY3 n pabota Ha «ZakazRF»

TpeboBaHma no pernctpaumm B EMC pacnpocTpaHAOTCA Ha YYaCTHMKOB 3aKymnoK, MPUHMMAOLLMX
y4yacTue B 3/IeKTPOHHbIX Npoueaypax B COOTBETCTBUM ¢ TpeboBaHuamM 3akoHa Ne 44- d3 (4. 5 cT. 24 3aKoHa
Ne 44-d3), a TaK»Ke B KOHKYPEHTHbIX 3aKyMKax, y4aCTHUKaMM KOTOPbIX MOTYT BbITb TO/IbKO CyOBEKTbI Masioro u
cpeAHero npeanpUHMMaTENbCTBA B COOTBETCTBUM CO CT. 3.4 PeagepanbHOro 3akoHa ot 18 ntona 2011 r. Ne 223-
®3 «O 3aKynkax ToBapoB., paboT, ycayr oTaenbHbIMU BUAaMK topuamdecknx amuy» (4.18 c1. 3.4 3akoHa Ne 223-
®3), a TaKKe B NpoLeaypax 3aKynokK, NpoBeAeHMEe KOTOPbIX OCYLLECTB/AETCA B COOTBETCTBUM C TpebOBaHMAMM
nocraHosneHua Mpasutenbctea Poccuitckoit Pepepaummn ot 01.07.2016 Ne 615 (n. 11 noctaHoBAEHUSA
MpasutenbctBa Poccuiickon Pepepaunn ot 01.07.2016 Ne 615).

C 01 anBapa 2020 roga NPUHATb y4acTUe B 3JIEKTPOHHbLIX Mpoueaypax MOryT TONbKO YYaCTHUKMK
3aKYyMOK, 3aperncTpmpoBaHHble B ENMC, nHPopmauma 1 JOKYMEHTbI O KOTOPbIX BK/IOUYEHbI B €AWHbIN peecTp
Y4YaCTHMKOB 3aKyMnoK. TakMm 06pa3om, BceM y4acTHMKAM 3aKyrnok Heobxoaumo nponTu permctpaumto B ENC.

Ons peructpaumm B EUC BOCnONb3yMTECh MHCTPYKUMEN MO HACTPOMKE aBTOMAaTU3MPOBAHHOIO
pabouyero mecta u pabote c KanuduumposaHHon DM Ha noptane EUNC (EPY3) no ccbiike
https://iitrust.ru/downloads/manual/uc/Manual Settings ARM ERUZ.pdf .

Mocne pernctpauymm B EUC cBeaeHns 06 yyacTHMKe 3aKynKyM aBToMaTnyeckn sHocATca B EPY3. danee

CBEAEHMA O 3aperucTpupoBaHHOM YYaCTHMKE 3aKyrnoOK aBTOMATUYECKM HanpasasatoTca Ha Bce ITM, rae
YYaCTHMK aKKpeaWUTyeTCcs OnepaTtopom He nosgHee yem B TeyeHue 1 pab. OHA, cielylowero 3a gHem ero
perncrtpaumm 8 EPY3.

1) HarnasHol cTpaHuue http://etp.zakazrf.ru nepenguTe no ccoinke «Peaucmpayua» (PUcyHok 4);
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AemOMamUBUPOBEHHEA Paaden ¢ uHghopmauuets dnR Pasden ¢ uHghopMayuet AR Basa anaHul, obyuaouue YéocmosapAIOLLE UBHMPSI,
Poccuiickan cucmena mex, kmo 2omos Fopman noddepxku wanoso u  ™MeX, KMo xouem npuobpecmu MeponpUAMUR G andaroue
AMeKmpokHol mopaoenu MPednoXuMes Moeaps!. cpedneao BusHeca moeapsl, pabomi, yciyau 38KBILKOE U i
pabomel, yeiyau 3MeKMPOHHYI0 Nodnuck 3nA
yuscmus & mopaax

Pucynok 4

2) Ha cnegylouwei cTpaHuue NepexoaMm K KpunTtorpapuyeckomy naarvHy. [ns storo B nyHKTe Nol
HaXXMMmaeM Ha cCblaky «KpunTtorpapuueckuin nnarmH» (PUcyHokK 5).


https://iitrust.ru/downloads/manual/uc/Manual_Settings_ARM_ERUZ.pdf
http://etp.zakazrf.ru/

Peaucmpayusd

I'Iepe,u, HayYanom permcrTpaunm B CUCteme HeoBxo4uMo:

1) ¥BenuTeck B TOM, UTo Bl YCTaHOBMNK KDUNTOMNAMMIECKUA NNETVH;

2) VYbenuteck, yTo y Bac ycTakoaneHa nporpamMma CHCTeME! KpunTorpaduyeckon sawmTel Kpunro Mpo 4.0 (wnk BLiWe) MW HOM KPHATO-NPoBaALEp

3) ¥BenuTeck, 4To y Bac YCTAKOBNEH KOPHEEH CEPTMIMKAT YAOCTOREPAICILEND USHTDE, KOTOPSIA EEIAAN BaM 3NeKTROHKYH LIMMPORYH NOANMCE (KaK 2T0 cAenats);

Mocne perucTpauMu y Bac NOABNAETCA BO3MOXHOCTL NONYHaTk DECNNATHYH PAcChINKY WIBEL|EHWI ¢ O(PHLMANEHOTO CalTa W NNOWaJoK Ha nopTane smb.tattis.ru.

MpoiTn

AKKpeguTaLuio
Ha EPY3

Lins nepexoda e EFY3 ucnons30eams Gpaysep, noddeoxusaiowul Transport Layer Securty (TLS v 1.0, RFC 5246), ¢ LcnoNs30eaxuen pOCCUNCKUY KDUNMOSPathuNeckux cmandapmoe (Hanpumep, Interet Explorer sepcuy
11.0)

Pucynok 5
3) B oTKpbiBLIEMCA OKHE cneayite MacTepy yCTaHOBKM naarvHa kpuntorpadum Ar3PT (PUcyHOK 6).

ﬁ%’ ¥craHoska — [narud kpuntorpadim AFSPT — x ﬁ%‘ ¥craHoska — Mnarun kpuntorpagumn AFSPT —

Bac npuBetcrByeT Macrep
yctaHoBKkH NnarmH kpuntorpadumn
AI3PT

3aBsepuwieHne Macrepa yCTaHOBKH
Mnarud kpuntorpacdun Ar3PT

Mporpamma MnarvH kpunTorpadim ATSPT ycTaHoBNEHa Ha
Bl KoMMbKoTED, MPUACKEHWE MOXKHD 3E3MYCTUTE C NMOMOLLLIO

Mporpamma ycTaHosuT AgzrtCryptProvider 1.11 va Baw
COOTBETCTEYHOWLErD SHAHKA.

KOMNBIOTED.

HanMnTe *3aBepWnTE, 4TolbI BBIATI M3 NPOrpaMMel

PeKoMEHOYETCA 3aKPEITh BCE MPOYKME NPUNOHEHWR Nepen
YCTaHOBKM.

TEM, KSK MPOATRHTE.
HammmTe «fanees, 4Tolbl NPOACTHUTE, MK «OTHEHES, 3anyCTHTE NPUICHKEHKE
4Tkl BBIATH U3 NPOTPaMMBl YCTEHOSKM.,

Pucynok 6

4) AsTtopusyiiTech Ha ETIM ¢ nomouwbto roc. ycayr, anbo 3N n HauHuTe paboTy

Ans eonpocoe 30KA34UKO8 U nocmaswjukoe o pabome Ha naoujadke no 44-¢3 u 223-$3 0na eonpocos,
CB8A3AHHbIX C MEXHUYECKUMU MP0b1emMamu, CAAOHHOCMAMU 8 ycmaHo8Ke U skcnayamayuu 10, KoHcynemayuli
10 UCM0/16308AHUIO 3/1€KMPOHHOU NAowaoKu

becnaamHoili menegpoH 8 (800) 700-98-73
neKmpoHHaA noyma info@mail.zakazrf.ru

W' Ha 3ToMm npoLeaypa HacTPOIiKM aBTOMaTU3MPOBaHHOMO paboyero Mecta Ana paboTbl Ha DNEKTPOHHOM
Toprosoi naowaaxe ZakazRF 3aBepLueHsi.
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